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Cybersecurity maturity assessment questionnaire template

3. Access control

3.1 Identity & access management (IAM)

` Does your organization have centralized IAM solutions (e.g., single sign-

on, directory services)F

` Are strong authentication methods (e.g., MFA) implemented for critical 

systems?

3.2 Privilege management

` Are privileged accounts (e.g., administrator, superuser) managed with 

strict controls and monitoringF

` Is there a process for periodic review of user access rights to ensure 

least privilege is maintained?

3.3 Remote access

` Is remote access (VPN, RDP, etc.) secured with multi-factor 

authentication and encryptionF

` Are remote sessions monitored or logged for potential security events?
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Cybersecurity maturity assessment questionnaire template

8. Security awareness & training

8.1 Security awareness program

_ Does your organization have a formal, ongoing security awareness and 

training program for all employeesH

_ Is training content updated regularly to address current threats and 

organizational policies?

8.2 Phishing & social engineering tests

_ Are regular simulated phishing campaigns or social engineering tests 

conductedH

_ Is there a process to follow up with users who fail these tests, including 

targeted training?

8.3 Role-based training

_ Do employees in high-risk roles (e.g., IT admins, developers) receive 

specialized security trainingH

_ Are training completion records maintained and reviewed for 

compliance?
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