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Third-party security questionnaire template

3.5 Logging & monitoring

G Describe your logging, monitoring, and alerting capabilities (e.g., SIEM 

solutions)>

G How do you detect and respond to potential intrusions or anomalies in 

real time?

3.6 Malware & threat protection

G What anti-malware, intrusion detection, or intrusion prevention systems 

do you usef

G How frequently are these tools updated and tested?
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Third-party security questionnaire template

-& Physical security

4.1 Facility security

U Describe how you secure your physical premises (e.g., badge access, 

guards, surveillance cameras)O

U Do you have a documented process for facility access management 

(visitor logs, authorized personnel)?

4.2 Hardware & equipment protection

U How do you secure servers, networking equipment, and backup media 

in your data centers or server roomsw

U Do you maintain any hardware in shared colocation facilities? If yes, 

how do you ensure physical segregation?
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Third-party security questionnaire template

4( Business continuity & disaster recovery

7.1 BCP & DR plans

f Provide an overview of your Business Continuity Plan (BCP) and 

Disaster Recovery (DR) strategyJ

f What are the Recovery Time Objectives (RTO) and Recovery Point 

Objectives (RPO) for critical services?

7.2 Resilience testing

f How often do you test your BCP and DR plans (e.g., tabletop exercises, 

simulations, full failover tests)z

f Are test results reviewed by senior management, and how are 

improvements tracked?

7.4 Redundancy & high availability

f Do you have redundant systems, data centers, or cloud availability 

zones to mitigate single points of failurez

f How do you ensure continuous operations during maintenance or 

partial failures?

7.5 Supply chain continuity

f If you rely on subcontractors, how do you ensure their business 

continuity capabilities align with yoursz

f Have you assessed potential single points of failure or concentration 

risk within your supply chain?
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Third-party security questionnaire template

75+ Exit strategy & service termination

13.1 Termination planning

V How is data returned, transferred, or destroyed at the end of the 

contractN

V Do you have a formal plan to ensure minimal disruption if the service is 

terminated unexpectedly?

13.2 Transition assistance

V Will you provide migration or transition support if we move to another 

vendor or bring the service in-houseN

V How do you ensure knowledge transfer and timely handover of 

documentation?
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