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Third-party security questionnaire template

3.5 Logging & monitoring

G Describe your logging, monitoring, and alerting capabilities (e.g., SIEM 

solutions)>

G How do you detect and respond to potential intrusions or anomalies in 

real time?

3.6 Malware & threat protection

G What anti-malware, intrusion detection, or intrusion prevention systems 

do you usef

G How frequently are these tools updated and tested?
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Third-party security questionnaire template

-& Physical security

4.1 Facility security

U Describe how you secure your physical premises (e.g., badge access, 

guards, surveillance cameras)O

U Do you have a documented process for facility access management 

(visitor logs, authorized personnel)?

4.2 Hardware & equipment protection

U How do you secure servers, networking equipment, and backup media 

in your data centers or server roomsw

U Do you maintain any hardware in shared colocation facilities? If yes, 

how do you ensure physical segregation?
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Third-party security questionnaire template

4( Business continuity & disaster recovery

7.1 BCP & DR plans

f Provide an overview of your Business Continuity Plan (BCP) and 

Disaster Recovery (DR) strategyJ

f What are the Recovery Time Objectives (RTO) and Recovery Point 

Objectives (RPO) for critical services?

7.2 Resilience testing

f How often do you test your BCP and DR plans (e.g., tabletop exercises, 

simulations, full failover tests)z

f Are test results reviewed by senior management, and how are 

improvements tracked?

7.4 Redundancy & high availability

f Do you have redundant systems, data centers, or cloud availability 

zones to mitigate single points of failurez

f How do you ensure continuous operations during maintenance or 

partial failures?

7.5 Supply chain continuity

f If you rely on subcontractors, how do you ensure their business 

continuity capabilities align with yoursz

f Have you assessed potential single points of failure or concentration 

risk within your supply chain?
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Third-party security questionnaire template

75+ Exit strategy & service termination

13.1 Termination planning

V How is data returned, transferred, or destroyed at the end of the 

contractN

V Do you have a formal plan to ensure minimal disruption if the service is 

terminated unexpectedly?

13.2 Transition assistance

V Will you provide migration or transition support if we move to another 

vendor or bring the service in-houseN

V How do you ensure knowledge transfer and timely handover of 

documentation?






��
	������������� ��

# ���"����
��������
�����������������������

64) 022/./1,+*'21&3%(,.+./1,'5'+$(-.+./1,-

HF>H'D3@@1?./,C'21&3%(,.-

_ R�������a�� ������Q���������
�����]������������K�����������K�������

�������K���������������������������K���������J��������

HF>o'0$(-.+./1,'5'-/C,+.3?(

_ R���������J���� ���� ����Q������������]��������� ��������������������

���������������������x

_ R��]��������������������Q���� ��������v�����������	���Q������
������

�����������������������������������




		���
�������
�����

�����������
������	
�������

930-.+53-.)(,0-)3-)-8'5/%#"040"0&/0-.*-"08'03.-*"-20"547-1*/'60&.3-

60&.5*&01-5&-.+0-8'03.5*&&)5"0!- 1$'3.-)3-&00101!

H*/'60&.->-=0".5F/).5*&

�
�T
�������O�������
��K�J�O���

�����M�����

k��������������������i�����[\Z������g

|wz�[vuus������M����
�

wz��[���T��||���T
���i
������������g

¢�|\�ww���������
��i����TT�������g

¸�¢·K�����T�
�����
��T
����

|��
�����
�����������T
�����º�T�
��	����

Þ�¢K�·�T����º�������O���T
���

|���	�������T
����T���

ò��	
�Kw���
������
������O������

T
������

J������T��������
���������T
��

·���������������º�����������T���

ù08'03.01 ù0/05201

www!/7(0"'pg")10!&0. 19

I&4*"6).5*&-)&1-/7(0"30/'"5.7-"53%-)330360&.-8'03.5*&&)5"0




		���
�������
�����

�
����������
������������������

57%+0(16(-(6-)*%7()-'$1#('+(1%%�6'$-'7(0,+(1"(!+�$(+$&-"1 -'1+"(6,+�%3(

$72170(+$(-**$+27(31/7$7"'(*-$'6(+.(',7(4�76'1+""-1$7�

;+%7

IE�G������A�>��	

M
���������JP����

a�
���������Z���X��

>�X���M
�����

���j�Z���X������JP����

�������}��G�
��
�

;76*+"61�1%1'!

;72170('7�,"1�-%(

67��$1'!(�+"'$+%6(�(

1"�137"'($76*+"67(

*$+�76676

¼,7�·($7&�%-'+$!(

-3,7$7"�7(¦¥»;¤£(

¹¥«;£(7'��­

»27$677(27"3+$(

6+�$�1"&(�(�+"'$-�'(

"7&+'1-'1+"6

É-%13-'7(�+"'$-�'�-%(

�%-�676£(7"6�$7("+(%7&-%(

$16·6(+$(%1-�1%1'176

¼+"3��'(+27$-%%($16·(

$-'1"&(¦,1&,ä)731�)ä

%+0­

÷%'1)-'7(-**$+2-%(+.(

�$1'1�-%(27"3+$(

$7%-'1+"6,1*6

¤�'1+"($74�1$73

�"6�$76(27"3+$(-%1&"6(

01',(1"'7$"-%(67��$1'!(

6'-"3-$36

¼+""$)6(

3+��)7"'-'1+"(�(

�7$'1"�-'1+"6(-$7(2-%13

¼++$31"-'76(316'$1��'1+"£(

�+%%7�'6($76*+"676£(

-$$-"&76(.+%%+0%�*6

;721706(�+"'$-�'(

-337"3�)6£(�+)*%1-"�7(

01',(3-'-(*$+'7�'1+"(

%-06

¥7'7$)1"76(1.(-331'1+"-%(

+27$61&,'(+$()1'1&-'1+"6(

-$7("77373

K1&"6(+/(+"(""-%(

37�161+"6(¦7�&�£(*$+�773ä

'7$)1"-'7­

000��!�7$�*&$-37�"7' RQ

e".+$)-'1+"(-"3(�!�7$67��$1'!($16·(-6676)7"'(4�76'1+""-1$7




		���
�������
�����

���������������
���
����	�����

=<4:8198.9<245&847'6-385804+;8/59'<<(9:8%4-(*4-(:597;3(:4($8<59'<45'45&84

#'33'.9<24&92&"96-(7549586/!4,4<82(59184':4;<738(:4:8/-'</849<4(<*4'#4

5&8/84(:8(/4692&549<097(584/92<9 7(<54:9/�4':4:8+;9:84966809(584#'33'.";-)

P��I�
K�����C���A�	��
D�������

i f'4#':6(34/87;:95*4-'39798/%4;<738(:4:9/�46(<(2868<54#:(68.':�%4

<'4/8<9':46(<(2868<54'18:/92&5!

z��I�����	�������m
������m�C����j

i f'40'7;68<5804=�4-3(<%4/3'.4':41(2;84<'59 7(59'<4596839<8/%4':4<'4

-'/5"9<7908<54:8198./!

£�������
��
��	���	������ ����
��

i f'4:878<54¦³±°=¦³4(;095/%4';50(5804':49<1(390478:59 7(58/%4

/;/-979';/4:8#;/(345'4-:'19084(;0954:8-':5/!

Ì

��	����m�
�����
��Ë�������

i f'4738(:40(5(473(//9 7(59'<%4;<78:5(9<48<7:*-59'<4-:(75978/%4':4

<'<"7'6-39(<784.95&4Ï×æ�!

õ���ð�������C���������
�������jêéí

i f'458/5804B±æ°×�4-3(<%49<7'6-38584#(93'18:4/5:(58298/%4':4

;<78:5(9<4�T³°�æ³!

...!7*b8:;-2:(08!<85 21

=<#':6(59'<4(<047*b8:/87;:95*4:9/�4(//8/68<54+;8/59'<<(9:8



��
	�������
�����
�����
�������

� (!$���&��"��&���" ����&!#��&��$%&���"�$�&��������" ��%"#��$!�%&�

��!���&���"���"�%"���!%��!��'" ��" ��%�!��&��

;����
��	��������	��6����	���	5����	����6�*��
��)����

� M&��"�����&��$��&��$J!�$"����&%&���?!������%$&���"��#���$��&��&J!��

�$����&��

je�!�g�"e��b&�&��&��'!J��!�&�$�&��$`&���%"��$�&��!�b&$Jb�&�&����&��$�$J&�%&�

��"%&���"��!��&��!�$�&��&��$%&���"�$�&���

   �%g?&���J�!�&��&� kk

�b$����!��g��&%��$�g�p�&��$"��!$�&��&#��!�&



���	�����	��
	

���
����
	�������

��	
��������	
���$�#! �#!��"%#�!�� �!

���#"���"$%#

I?J:GDCJBFM8BA>J:;JAH:7=:>JJM9D:65@N9J>8JAC9J:AC@4;:<30L:A5>:;?J:

/@HM9J.7;7J=:@-:;?7B>*MAB;D:B7=6:HA5A8JHJ5;2:)J:=7HM97-D:;?J=J:/?A99J58J=:

N7;?:J.MJB;7=J:A5>:BJA9*;7HJ:=4MM@B;E:J5=4B758:D@4B:(J5>@B:J/@=D=;JH:BJHA75=:

BJ=797J5;:A5>:/@HM97A5;2:)7;?:A5:J,7/7J5;:L':&4J=;7@55A7BJ:A==7=;A5;E:NJ:

A4;@HA;J:4M:;@:1K+:@-:;?J:&4J=;7@55A7BJ:MB@/J==2

QVVUTRTPOSV

cnjfq`eanql_l`^lZ^fqneqkkk\hY[gibX]imWg\dgpo

����{	���	����u�t��	
����	


�JAB5:AC@4;:@4B:�igg�����bg�p��ddm�ig������pmdp

<@N59@A>:µ¶­°¨¦¥´±¯°¸¥¦©¤£¶¦°¡¯¦¥­ ¯�¶´¶±¨�¨´°¯�´©¨¦¯«��¢:J�@@6

Ã7=7;:@4B:¾ÁÄÇ:-@B:H@BJ:BJ=@4B/J=

NNN2/DCJB4M8BA>J25J; ÌË

https://cyberupgrade.net/
http://www.cyberupgrade.net
https://cyberupgrade.net/security-questionnaires/
https://cyberupgrade.net/mastering-third-party-risk-management-under-dora/
https://cyberupgrade.net/blog/

